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Requirements

e A company domain has been defined for the DeepL environment. For further
information please check our Help Center article

1) Create the DeepL SSO app

1. Open your Onelogin administration page and open the Applications section on task bar and
click on Applications
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https://support.deepl.com/hc/articles/4402036867986

2. Click on Add App
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3. Search for the SAML Custom Connector (Advanced) and click on it
Find Applications
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4. Name your Deepl Application, add the logo from our website and click on save
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2) Set the Configurations

1. Click on Configuration on the left-hand bar
2. Enter the Audience URL: https://w.deepl.com/auth/realms/prod

In Recipient, ACS (Consumer) URL Validator and ACS (Consumer) URL enter:



https://w.deepl.com/auth/realms/prod/broker/ALIAS/endpoint (replace ALIAS with your
chosen company DOMAIN)

The login URL should be https://ALIAS.sso.deepl.com (replace ALIAS with your chosen
company DOMAIN)
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3. Switch the SAML Initiator to Service Provider and set SAML namelD format to Email.
You can leave the remaining as default and click on save in the upper right corner.

SAML initiator

Application details

RelayState

Audience (EntitylD)

https://w.deepl.com/auth/realms/prod

Recipient

https://w.deepl.

ACS (Consumer) URL Validator*

https://w.deepl.

| i) *Required.

ACS (Consumer) URL*

https://w.deepl
| i) *Required

Single Logout URL

Login URL

https://ALIAS. s50.deepl.com

i) Only required if you select Service Provider as the SAML Initiater.

Service Provider

SAML namelD format

3) Add the Parameters

1. Click on Parameters on the left-hand bar

2. Click on the right side on the plus-symbol to add the SAML assertions

Asphcators
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® Coafgured by ssmin

Configured by sdmens and shared by all Users

SAML Custom Connector (Advanced) Field



3. Add three SAML Assertion with following name email, firstName and lastName

New Field New Field New Field
Field name Field name Fioid name
firstName| email lastName

©) This is the name of the field in the application's API

©) This is the name of the field in the application's API

(i) This is the name of the field in the application's API

Flage Flags Flags

Include in SAML assartion

Muktivalue parameter

Fanee! fance

4. Map those parameters to the values and save them:

email: Email firstName: First Name lastName: Last Name

Edit Field firstName Edit Field email Edit Field lastName
Neme Name Neme
frsthame emat lastName
Velve Valuo vaive
First Name - Email - Last Name -
Flags Flags Flags

Include in SAML assertion Include in SAML assertion

Include in SAML assertion

4) Extract the Metadata
1. Click on SSO in the left-hand bar

2. Copy the metadata URL from Issuer URL and use it to set up SSO in your Deepl account.

Please use the SAML Assertion names as described in Step 3.3
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| sso Change  View Details
ML Signature Algorithm
pe SAML Signature Algo
SHA256 -
Users
Issuer URL
Privileges
hetps://app onelogin. 70-4967: L] ‘
Setup

SAML 2.0 Encpoet (HTTP)

hetps: ' deepl2 onelogin PO 1704967 n

$L0 Endpoint (HTTP)

https:deepl2 onelogin com/trust/sami2/hitp-redirect/slo/2417430 n


https://www.deepl.com/account

5) Enable DeepL Pro for your users

Once the SSO connection has been established, you can give access to the dedicated users.

Info Policy

Configuration By default all your users will be using this policy to log into this app

parameters - None - v
Rules
SS0O Role-based policy
| Access Do you know you can set a policy for a certain role?  Add role-specific policy
Users
Privileges
&5 Roles
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