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Set up SSO for subscription management by group:
SAML and Okta
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» Create a bookmark for your app

DeepL has introduced subscription management by group. With this feature users can be
managed in groups to which subscriptions are assigned. As an admin, this gives you the
flexibility to grant your users access to one or more DeeplL products, like Translate, Write, or
Voice. This guide describes how you can set up SSO for subscription management by

group.

@ Subscription management by group is available for businesses via our Sales
team. To learn more about the plan details and pricing, contact our Sales

team.

Prerequisites

e Admin access to DeepL

e Protocol: SAML 2.0

 |dentity provider: Okta

e A company domain has been defined for the DeepL environment. For further
information please check Setting up SSO for teams.

Once Deepl has enabled subscription management by group for your organization, a new
Groups tab will appear in the admin area in your DeepL Account. A default group is
automatically created, and all existing users are placed in this default group. All users will
retain access to their current subscription, and nothing will change for them immediately.
To use Just-In-Time (JIT) provisioning with group synchronization, you need to update your
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SSO configuration in both DeepL and your Okta instance. For more information, see About

subscription management by group.

Set the SSO configuration in Okta
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. Go to your Okta instance and open the Applications section.
. Click on Create App integration in the top panel

. Select SAML 2.0 and click Next.

. Enter DeepL SSO under Application label.

. Upload the DeepL icon.

. Select Do not display application icon to users and Save.

. Under Sign-in redirect URIs enter

https://w.deepl.com/auth/realms/prod/broker/ALIAS/endpoint

(Replace ALIAS with your chosen company SSO domain. The ALIAS value can be
found under Company SSO domain in the SSO configuration area in your DeepL
account.)

. Under Audience URI enter

https://w.deepl.com/auth/realms/prod
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9. Select a Name ID format

A SAML Settings

General

Single sign-on URL @ https:/fw.deepl.com/auth/realms/prod/brokerftatjianack

% Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://w.deepl.com/auth/realms/prod

Default RelayState @

If no value is set, a blank RelayState is sent

Mame ID format @

Unspecified v
Application username @ Okia username .
Update application username on Create and update .

Show Advanced Settings

10. Under Attribute Statements enter the following

Attribute Statements (optional) LEARN MORE
Mame Name format Value
(optional)
firstName Unspecified - user.firstName v
lastMame Unspecified -« user.lastName v
email Unspecified - user.email v

Add Another



11. Under Group Attribute Statements enter the following

Group Attribute Statements (optional)

Name Mame format Filter
loptional)
groups Unspecified Matches regex ~ .*

Add Another

12. Click Next.
13. Confirm that you're using the as an internal app in the next step and click Finish.

Get the XML information for the connection

1. In your Okta instance and the application for DeepL access, go to the Sign On tab

2. Click on View SAML setup instructions.

3. Scroll down to the bottom and copy the XML text under Optional and save it as an xml
file.



How to Configure SAML 2.0 for DeepL SAML Application

Mote: These setup instructions include certificate information for this app's most recently created SAML signing certificate. For users to
get access to the app using these instructions, that certificate must be active.

The following is needed to configure DeeplL SAML

(). identity Provider Single Sign-On URL:

https: //dev-958935241 . ckta .com/app/dev-05539241 _deeplsanl_1 fexkornothBvrHId 28847 feso/saml

o_ Identity Provider |ssuer:

http: / fweas . okta . confexkarnothEV'rHD ZASST

{£). x.509 Certificate:

BEGIN CERTIFICATE
HI 1 OqLCCADCgew [ HAg ] GAZDK+ 4Ly MABGIEGRS | BADOE ECwLMAH L GUMswC Y DAVOGEw. W USETHEES
A UECAwE (R2F sawWivend pY TEWHBGGA] UE Barwh L FULEZy TWE | aliN {bxmENMASTA] UECeE T2ERYTEY
MBI GAL UE Cawl LH NP UH D wdml k2 X 1 xF TATEGHVEAMMOGS 1d 1 RS NTe0T LM TE CHEB0GCE D0E.
ARYNawSmb@BvalRn LN vb TAF wldyN TATNT Yahiz [BHOhaF wl NTALMTYwMz 11 M0hal | GU A seC) YD
WOGEE W W UEE THEEGA U ECANGZEF saWvenSp T TEWHBGE,] UE B RUZF Ul EZy IWE | aXN j bz ENMAST
Al UECWE TZEBYTEUME ] GA1 LK LU KNP UH hrdm L ZX TxFTAT BghlVEBHMOGR 1 125N Thex OT BN TES

BRETerpl ax ThomSl ool 25w JRC MY Bel wa (OC TRITSUL W pLHGHEX fSFe s uSTeOf « TIafHRY It

AQXEEg g [Adtr fqTeTd /T YV INECIfonki VDgRP2 /R 1 T35085EN IvE|EB=3X fr 1
KZEFMWDE /T 18580 juTH P58, Teod Apnlnnl Wknxnd EGE2 Y0 WM ThaPMaDoEewss ] [THeFqBX+4 TEn
M TENATGERACASON T a2 800U T WMhaX9wsM L X rilnsCAWE AATANEgR Nk | FawdBAD<F ARDCADER
HUTAETTH UDhg 1 KEICDE =W rqHgTEvONNTNUTg e L Tk At sHex0E iipFOn
WOLTF@ | XH] anorUFTOrCxEMBOEZL 55 U BHT [KErawk(H ufobl [ GunSz.J 1 5/ TATEPFIE 330008 S
+AhT /Gl EHAr LT ] whcE D FcWajdtadEgWaaTaHRMLL Hgl 2w 1EBV | TF cYRSGEROOHRRSx IN
by TACIYWAYHIgPL s iml yOsSSnE te PR VUL fAE W [0 TObiy 1glcdT1 [geaUSdXHAL jnEw j
PpCE] H2 1 0rgliG or s EN/ wy oy Tl BOGE bl e
END CERTIF 1CATE

[ Download certificate

Optional

(). Provide the following IDP metadata to your SP provider.

<Pwml version="10" encoding="UTF-E8"¥><md:

Set the SSO configuration in Deepl accounts

1. Go to the Settings tab in your DeepL admin account.
Under Team and Single sign-on the SSO domain has the status Domain name
approved.

2, Team
&
Single sign-on (SS0) Set up SSO
Company SSO domain: Domain status:

.sso0.deepl.com Domain name approved


https://deepl.com/en/your-account/settings

2. Click Set up SSO next to Single sign-on.
In the Set up SSO form select SAML as the Authentication type
3. Select Import from file and upload the xml file you've saved from your Okta SAML
configuration
4. Enter the following
e NamelD policy format: Select the policy format you've chosen in your Okta
configuration of step 8 of Set the SSO configuration in Okta.
e Assertion attribute: First name = user.firstName
e Assertion attribute: Last name = user.lastName
e Assertion attribute: Email address = user.email
e Assertion attribute: User Groups = groups

NamelD policy format
Unspecified v
Assertion attribute: First name
user.firstName
Assertion attribute: Last name
user.lastName
Assertion attribute: Email address
user.email

Assertion Attribute: User Groups

groups

JIT Group Sync
I want to provide group information during the login process

5. Enable JIT Group Sync. The user’s group memberships will be read by DeepL during
the login.



6. Activate SSO.

2 Team
Single sign-on (SSO) Edit
Company S50 domain: Domain status: JIT Group Sync

.ss0.deepl.com Ready for activation Active

Proceed to SSO Activation

@ To synchronize your IDP groups with DeepL groups, ensure each DeepL group has an IDP Group ID. Update groups in the
Groups Overview section.

Setup groups

1. Go to Okta.

2. Create groups for the DeepL access and add users to the groups.

3. Open the DeepL SSO application and select the Assignments tab.

4. Click on Assign and select Assign to Groups.

5. Go to your DeeplL account.

6. Create the same groups that you created in your Okta instance to manage your users.

AN JIT Provisioning Group Sync does not create groups based on the
SAML assertion. If the assertion includes groups that do not exist in
DeepL, that group information will be ignored, and the user is added
only to the Default group. For more information about this default
behavior, please see the Default group section in this article.

7. Go to the Groups tab and click on Create group.
8. Enter a Group name.
We recommend using the same name that you used for your groups in Okta. However,

you may choose a different name, e.g., if your organization uses concealed group
names in the identity provider.
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9. Enter the group name string from Okta under Group ID.

O|DeepL Advanced and Write

Created: 12/20/2024 Last modified: 12/20/2024 View logs

People Applications Profile Directories Admin roles
Applications
Assign applications
@ Deepl SSO e %

10. Select one or several subscriptions the user group should have access to.

Group name

E.g., Legal team

Group ID (3)
Enter the unique identifier of the 5SSO group you want to add. If you want to
change the Group ID later, you'll need to create a new group.

Select subscriptions
Users in this group will get access to these subscriptions. You can select 1
subscription per product.

DeeplL Translator

DeepL Pro Ultimate
DeeplL Write

DeepL Write Pro

11. Click on Create group to save the changes.

12. Repeat this process for each group from your Okta instance. As a result, the groups
you have granted access to the DeepL application will be reflected in your DeepL
account.

Create a bookmark for your app

1. Open the Applications section and click on Browse App Catalog.



2. Search for Bookmark App and add the app.
3. Click on Add Integration.
4. Add the following information.
* Application label: DeepL SSO
e URL: https://ALIAS.sso.deepl.com
(Replace ALIAS with your chosen company Company SSO domain. The ALIAS
value can be found under Company SSO domain in the SSO configuration area in

your DeepL account.)

#; Add Bookmark App

o General Settings

General settings- Required

Application label

This label displays under th& app on your home page
URL

The URL of the sign-in page for this app

Request Integration O

Would you like Okta to add an integration for this app?

Application Visibility Do not display application icon to users

Cancel Done

5. Assign the same user and groups to the bookmark app as you have to the DeepL SSO
app.

6. Test the SSO login with a user. Once the user logs in, they will be automatically
assigned to the DeepL group or groups that match the Okta group based on the
configured Group ID.

Without JIT group synchronization

When JIT group synchronization is disabled, the group information that is passed is
ignored. Users are only added to the default group in DeepL during SSO login. If you want to
assign the user to an additional group, do the following.

1. Log in to DeepL as an admin and click on the account menu.
2. Select Account and go to the tab Groups.



3. To add the users to a group, click on Edit or Add users next to the group to which you
want to add the users.
4. Enter the email addresses under Add users and save the changes.



